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§ 40.7 Cross-reference to Post-Employ-
ment Conflict of Interest Restric-
tions.

DoD employees and former DoD em-
ployees should refer the to OGE regula-
tion, Post-Employment Conflict of In-
terest Restrictions, 5 CFR part 2641, for
provisions on post-employment appli-
cable to those who left DoD employ-
ment on or after January 1, 1991.

PART 42—INTERCEPTION OF WIRE
AND ORAL COMMUNICATIONS
FOR LAW ENFORCEMENT PUR-
POSES

Sec.
42.1 Reissuance and purpose.
42.2 Applicability and scope.
42.3 Policy.
42.4 Waivers.
42.5 Responsibilities.
42.6 Definitions.
42.7 Procedures, record administration and

reports.
42.8 Information to be included in reports of

interceptions and pen register oper-
ations.

AUTHORITY: 5 U.S.C. 301.

SOURCE: 43 FR 39988, Sept. 8, 1978, unless
otherwise noted.

§ 42.1 Reissuance and purpose.

This part reissues part 42 to update
established policies, procedures, and
restrictions governing interception of
wire and oral communications and the
use of pen registers and related devices
for law enforcement purposes, both in
the United States and abroad, in ac-
cordance with 47 U.S.C. 605 and 18
U.S.C. 2510–2520.

§ 42.2 Applicability and scope.

(a) The provisions of this part apply
to the Office of the Secretary of De-
fense, the military departments, the
Organization of the Joint Chiefs of
Staff, the defense agencies, and the
unified and specified commands (here-
after referred to collectively as ‘‘DoD
components’’).

(b) This part does not affect status of
forces or other specific agreements
that may otherwise limit implementa-
tion of its provisions in any particular
geographical area abroad.

§ 42.3 Policy.
(a) The interception of wire and oral

communications for law enforcement
purposes is prohibited unless conducted
in accordance with this part and appli-
cable law.

(b) The only DoD components author-
ized to intercept wire and oral commu-
nications and conducts pen register op-
erations under this part are the De-
partments of the Army, Navy, and Air
Force. Within these components, au-
thority to use this technique shall be
limited to those offices specifically
designated in writing by the head of
the component.

(c) Interception of wire and oral com-
munications is a special technique
which shall not be considered as a sub-
stitute for normal investigative proce-
dures and shall be authorized only in
those circumstances where it is dem-
onstrated that the information is nec-
essary for a criminal investigation and
cannot reasonably be obtained in some
other, less intrusive manner.

(d) Nonconsensual interception of
wire and oral communications is pro-
hibited unless there exists probable
cause to believe that:

(1) In the case of interceptions within
the United States, a criminal offense
listed in 18 U.S.C. 2516(1) has been, is
being, or is about to be committed;

(2) In the case of interceptions abroad
conducted pursuant to an order issued
by a military judge under
§ 42.7(a)(1)(ii)(A), one of the following
violations of the Uniform Code of Mili-
tary Justice has been, is being, or is
about to be committed by a person sub-
ject to the Uniform code of Military
Justice under article 2, 10 U.S.C. 802:

(i) The offense of murder, kidnap-
ping, gambling, robbery, bribery, extor-
tion, espionage, sabotage, treason,
fraud against the Government, or deal-
ing in narcotic drugs, marihuana, or
other dangerous drugs; or

(ii) Any other offense dangerous to
life, limb, or property, and punishable
by death or confinement for 1 year or
more; or

(iii) Any conspiracy to commit any of
the foregoing offenses.

(3) In the case of other interceptions
abroad, one of the following offenses
has been, is being, or is about to be
committed:
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(i) An offense listed in 18 U.S.C.
2516(1); or

(ii) Fraud against the Government or
any other offense dangerous to life,
limb, or property and punishable under
title 18 of the U.S. Code by death or
confinement for more than 1 year; or

(iii) Any conspiracy to commit any of
the foregoing offenses.

(e) Consensual interceptions of wire
and oral communications shall be un-
dertaken only when at least one of the
parties to the conversation has con-
sented to the interception and when
the investigation involves:

(1) A criminal offense punishable,
under the United States Code or Uni-
form Code of Military Justice, by death
or confinement for 1 year or more; or

(2) A telephone call involving obscen-
ity, harassment, extortion, bribery,
bomb threat, or threat of bodily harm
that has been made to a person author-
ized to use the telephone of a sub-
scriber-user on an installation, build-
ing, or portion thereof, under Depart-
ment of Defense jurisdiction or control,
and when the subscriber-user has also
consented to the interception.

(f) The prohibitions and restrictions
of this part apply regardless of the offi-
cial use or dissemination of the inter-
cepted information. Any questions as
to whether the use of a particular de-
vice may involve prohibited wire or
oral interception shall be submitted
with supporting facts through channels
to the general counsel of the Depart-
ment of Defense for resolution.

(g) No otherwise privileged wire or
oral communication intercepted in ac-
cordance with this part shall lose its
privileged character.

§ 42.4 Waivers.
Waivers of the requirements enun-

ciated in this part will be authorized
on a case-by-case basis only when di-
rected in writing by the Secretary of
Defense. Waivers will be authorized
only under the most limited cir-
cumstances and when consistent with
applicable law.

§ 42.5 Responsibilities.
(a) The Department of Defense Gen-

eral counsel or a single designee, shall:
(1) Determine whether to approve or

deny requests for authorization to con-

duct nonconsensual interceptions
under this part (§ 42.7(a)(1) (i) and (ii)).

(2) Determine whether to seek Attor-
ney General authorization for emer-
gency nonconsensual interceptions
(§ 42.7(a)(1)(iii)).

(3) In the absence of the Secretary of
the military department concerned, or
a designee, determine whether to ap-
prove or deny requests to conduct con-
sensual interceptions (§ 42.7(a)(2)(i)).

(4) Provide overall policy guidance
for the implementation of this part.

(b) The Assistant Secretary of De-
fense (Comptroller) (ASD(C)), or a des-
ignee, shall:

(1) In consultation with the DoD Gen-
eral Counsel, act for the Secretary of
Defense to insure compliance with the
provisions of this part.

(2) Receive, process, and transmit to
the DoD General Counsel all requests
from the heads of the DoD components,
or their designees, for authority to
conduct nonconsensual interception of
wire and oral communications.

(3) Furnish to the Attorney General
those reports required by § 42.7(f)(1) and
provide a copy of such reports to the
DoD General Counsel.

(4) Receive those reports required by
§ 42.7(f)(1) and provide a copy of such re-
ports to the DoD General Counsel.

(c) The head of each DoD component
or a designee shall insure compliance
with the policies and procedures set
forth or referenced in this part.

(d) The secretary of each military de-
partment, or a designee, shall:

(1) Determine whether to approve or
deny requests to conduct consensual
interceptions (§ 42.7(a)(2)(i)). This ap-
proval authority shall not be delegated
to an official below the level of assist-
ant secretary or assistant to the sec-
retary of the military department.

(2) Review requests for nonconsen-
sual interception of wire or oral com-
munications (§ 42.7(a)(1)).

(3) Designate a control point of con-
tact and so advise the DoD General
Counsel and the ASD(C) for:

(i) Interception activities and related
applications covered by this part.

(ii) Compilation of reports and for-
warding other submissions to the
ASD(C) as required by the provisions of
this part.
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(iii) Maintaining a file of information
regarding all interceptions of wire and
oral communications by any element
of the Department.

(4) Furnish to the ASD(C) the reports
required by § 42.7(f)(2).

(e) The judge advocate general of
each military department shall assign
military judges, certified in accordance
with the provisions of article 26(b) of
the Uniform Code of Military Justice,
10 U.S.C. 826(b):

(1) To receive applications for inter-
cept authorization orders and to deter-
mine whether to issue such orders in
accordance with § 42.7(a)(1)(ii)(A). The
authorization of such military judges
to issue intercept authorization orders
shall be limited to interceptions occur-
ring abroad and targeted against per-
sons subject to the Uniform Code of
Military Justice.

(2) To receive applications to conduct
pen register operations and to issue or-
ders authorizing such operations in ac-
cordance with § 42.7(b)(1). The author-
ity of such military judges to issue or-
ders authorizing pen register oper-
ations shall be limited to operations
conducted on a military installation
and targeted against persons subject to
the Uniform Code of Military Justice.

§ 42.6 Definitions.
(a) Abroad. Outside the United

States. An interception takes place
abroad when the interception device is
located and operated outside the
United States and the target of the
interception is located outside the
United States.

(b) Application for court order. A docu-
ment containing specified information
prepared for and forwarded to a judge
of the U.S. district court or the U.S.
court of appeals, or a military judge.

(c) Consensual interception. An inter-
ception of a wire or oral communica-
tion after verbal or written consent for
the interception is given by one or
more of the parties to the communica-
tion.

(d) Court order. An order issued by a
judge of a U.S. district court or a U.S.
court of appeals or by a military judge
authorizing a wire or oral interception
or a pen register operation.

(e) Electronic, mechanical, or other de-
vice. Any device or apparatus that can

be used to intercept a wire or oral com-
munication other than any telephone
equipment furnished to the subscriber
or user by a communications common
carrier in the ordinary course of its
business and used by the subscriber or
user in the ordinary course of its busi-
ness or used by an investigative or law
enforcement officer in the ordinary
course of duty (18 U.S.C. 2510(5)).

(f) Interception. The aural acquisition
of the contents of any wire or oral
communication through the use of any
electronic, mechanical, or other device
(18 U.S.C. 2510(4)). The term ‘‘contents’’
includes any information concerning
the identity of the parties to such com-
munication or the existence, sub-
stance, purport, or meaning of that
communication (18 U.S.C. 2510(8)).

(g) Oral communication. Any oral com-
munication uttered by a person exhib-
iting an expectation that such commu-
nication is not subject to interception,
under circumstances justifying such
expectation (18 U.S.C. 2510(2)).

(h) Pen register. A device connected to
a telephone instrument or line that
permits the recording of telephone
numbers dialed from a particular tele-
phone instrument. ‘‘Pen register’’ also
includes decoder devices used to record
the numbers dialed from a touch-tone
telephone. ‘‘Pen register’’ does not in-
clude equipment used to record the
numbers dialed for and duration of
long-distance telephone calls when the
equipment is used to make such
records for an entire telephone system
and for billing or communications
management purposes.

(i) Telephone tracing. A technique or
procedure to determine the origin, by
telephone number and location, of a
telephone call made to a known tele-
phone instrument. The terms ‘‘lock-
out’’ and ‘‘trapping’’ may also be used
to describe this technique.

(j) United States. For the purposes of
this part, the term ‘‘United States’’ in-
cludes the 50 States of the United
States, the District of Columbia, the
Commonwealth of Puerto Rico, and
any territory or possession of the
United States.

(k) United States person. For purposes
of this part the term ‘‘U.S. person’’
means a United States citizen, an alien
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admitted to the United States for per-
manent residence, a corporation incor-
porated in the United States, an unin-
corporated association organized in the
United States and substantially com-
posed of United States citizens or
aliens admitted to the United States
for permanent residence.

(l) Wire communication. Any commu-
nication made in whole or in part
through the use of facilities for the
transmission of communications by the
aid of wire, cable, or other like connec-
tion between the point of origin and
the point of reception furnished or op-
erated by any person engaged as a com-
mon carrier in providing or operating
such facilities for the transmission of
interstate or foreign communications.
18 U.S.C. 2510(1).

§ 42.7 Procedures, record administra-
tion and reports.

(a) Procedures governing interception of
wire and oral communications—(1) Non-
consensual interception—(i) Nonconsen-
sual interception in the United States.
When an interception is deemed nec-
essary for a criminal investigation, the
following procedures are applicable:

(A) The requesting component shall
prepare and forward through channels
a ‘‘request for authorization’’ to the
Assistant Secretary of Defense (Comp-
troller), or an official designated by
the ASD(C). This application shall be
transmitted by expeditious means and
protected to preclude unauthorized ac-
cess or any danger to the officials or
other persons cooperating in the case.
Each request for authorization will
contain the following information:

(1) The identity of the DoD investiga-
tive or law enforcement official mak-
ing the application;

(2) A complete description of the
facts and circumstances relied upon by
the applicant to justify the intended
interception, including:

(i) The particular offense that has
been, is being, or is about to be com-
mitted;

(ii) A description of the nature and
location of the facilities from which or
the place where the communication is
to be intercepted;

(iii) A description of the type of com-
munication sought to be intercepted
with a statement of the relevance of

that communication to the investiga-
tion; and

(iv) The identity of the person, if
known, committing the offense and
whose communications are to be inter-
cepted;

(3) A statement as to whether other
investigative procedures have been
tried and failed or why they reasonably
appear to be unlikely to succeed if
tried or to be too dangerous;

(4) An identification of the type of
equipment to be used to make the
interception;

(5) A statement of the period of time
for which the interception is required
to be maintained. If the nature of the
investigation is such that the intercep-
tion will not terminate automatically
when the described type of communica-
tion has been first obtained, a descrip-
tion of the facts establishing probable
cause to believe that additional com-
munications of the same type will
occur thereafter;

(6) The procedures to minimize the
acquisition, retention, and dissemina-
tion of information unrelated to the
purpose of the interception;

(7) A complete statement of the facts
concerning each previous application
for approval of interceptions of wire or
oral communications known to the ap-
plicant and involving any of the same
persons, facilities or places specified in
the application and the action taken
thereon; and

(8) When the application is for an ex-
tension of an order, a statement set-
ting forth the results thus far obtained
from the interception, or an expla-
nation of the failure to obtain such re-
sults.

(B) The ASD(C), or an official des-
ignated by the ASD(C), will rec-
ommend to the DoD General Counsel
that the request be approved or dis-
approved. Approval or disapproval of
all requests for authorization will be
made in writing by the DoD General
Counsel, or a single designee.

(C) If the request is approved by the
DoD General Counsel, the official mak-
ing the request will coordinate directly
with an attorney from the Department
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of Justice or from a U.S. Attorney’s of-
fice for preparation of documents nec-
essary to obtain a court order in ac-
cordance with 18 U.S.C. 2518. These doc-
uments will be forwarded by the De-
partment of Justice attorney to the
Attorney General, or to the designated
Assistant Attorney General, for ap-
proval in accordance with 18 U.S.C.
2516.

(D) Upon approval by the Attorney
General, or the designated Assistant
Attorney General, formal application
for a court order will be made by the
appropriate attorney from the Depart-
ment of Justice, assisted by the appro-
priate military lawyer.

(ii) Nonconsensual interceptions
abroad. Unless otherwise authorized by
direction of the President or the Attor-
ney General, the following procedures
are applicable to interceptions for law
enforement purposes when the inter-
ception takes place abroad and when a
DoD component, or members thereof,
conduct or participate in the intercep-
tion; or when the interception takes
place abroad, is targeted against a U.S.
person, and is conducted pursuant to a
request by a DoD component:

(A) When the target of the intercep-
tion is a person subject to the Uniform
Code of Military Justice under Article
2, U.S.C. 802.

(1) The request for authorization
shall include the information required
by paragraph (a)(1)(i)(A) of this sec-
tion, and shall be forwarded through
channels to the Assistant Secretary of
Defense (Comptroller), or the ASD(C)’s,
designee. The ASD(C), or a designee,
shall recommend to the DoD General
Counsel that the request be approved
or disapproved. Approval or dis-
approval of all Requests for Authoriza-
tion shall be made in writing by the
DoD General Counsel, or a single des-
ignee.

(2) Upon written approval of the DoD
General Counsel, the DoD investigative
or law enforcement officer shall pre-
pare a formal application for a court
order in accordance with the proce-
dures of 18 U.S.C. 2518(1). The applica-
tion shall be submitted to a military
judge assigned to consider such appli-
cations pursuant to § 42.5(e).

(3) Only military judges assigned by
the Judge Advocate General of their

service to receive applications for
intercept authorization orders shall
have the authority to issue such or-
ders. The authority of military judges
to issue intercept authorization orders
shall be limited to interceptions con-
ducted abroad and targeted against
persons subject to the Uniform Code of
Military Justice.

(i) A military judge shall be ineli-
gible to issue an order authorizing an
interception if, at the time of applica-
tion, the judge (A) is involved in any
investigation under Article 32 of the
Uniform Code of Military Justice, 10
U.S.C. 832; or (B) is engaged in any
other investigative or prosecutorial
function in connection with any case;
or if the judge has previously been in-
volved in any investigative or prosecu-
torial activities in connection with the
case for which the intercept authoriza-
tion order is sought.

(ii) No military judge who has issued
an order authorizing interceptions may
act as the accuser, be a witness for the
prosecution, or participate in any in-
vestigative or prosecutorial activities
in the case for which the order was
issued. A military judge who has issued
an order authorizing interceptions is
not disqualified from presiding over
the trial in the same case.

(iii) A military judge otherwise quali-
fied under § 42.7(a)(1)(ii)(C)(i) and (ii) en-
closure shall not be disqualified from
issuing orders authorizing intercep-
tions because the judge is a member for
a service different from that of the tar-
get of the interception or from that of
the investigative or law enforcement
officers applying for the order.

(4) The military judge may enter an
ex parte order, as requested or as modi-
fied, authorizing or approving an inter-
ception of wire or oral communications
if the judge determines on the basis of
the facts submitted by the applicant
that:

(i) There is probable cause to believe
that a person subject to the Uniform
Code of Military Justice is commit-
ting, has committed, or is about to
commit a particular offense enumer-
ated in § 42.3(d)(2);

(ii) There is probable cause to believe
that particular communications con-
cerning that offense will be obtained
through such interception;
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(iii) Normal investigative procedures
have been tried and have failed or rea-
sonably appear to be unlikely to suc-
ceed if tried or to be too dangerous;

(iv) There is probable cause to believe
that the facilities from which, or the
place where, the wire or oral commu-
nications are to be intercepted are
being used, or are about to be used, in
connection with the commission of
such offense, or are leased to, listed in
the name of, or commonly used by such
person; and

(v) The interception will not violate
the relevant status of forces agreement
or the applicable domestic law of the
host nation.

(5) Each order authorizing an inter-
ception shall specify:

(i) The identity of the person, if
known, whose communications are to
be intercepted;

(ii) The nature and location of the
communications facilities as to which,
or the place where, authority to inter-
cept is granted;

(iii) A particular description of the
type of communication sought to be
intercepted, and a statement of the
particular offense to which it relates;

(iv) The identity of the agency au-
thorized to intercept the communica-
tions, and of the person authorizing the
application; and

(v) The period of time during which
such interception is authorized, includ-
ing a statement as to whether the
interception shall terminate automati-
cally when the described communica-
tion has been first obtained.

(6) Every order and extension thereof
shall contain a provision that the au-
thorization to intercept shall be exe-
cuted as soon as practicable, shall be
conducted in such a way as to mini-
mize the interception of communica-
tions not otherwise subject to intercep-
tion under this part, and shall be ter-
minated upon attainment of the au-
thorized objective.

(7) No order entered by a military
judge may authorize an interception
for any period longer than is necessary
to achieve the objective of the author-
ization, nor in any event longer than 60
days. Extensions of an order may be
granted, but only upon application for
an extension made in accordance with
the procedures of 18 U.S.C. 2518(1), and

after the military judge makes the
findings required by paragraph
(a)(1)(ii)(A)(4) of this section. The pe-
riod of extension shall be no longer
than is necessary to achieve the pur-
pose for which it was granted and in no
event for longer than 60 days.

(8) The contents of communications
intercepted pursuant to an order issued
by a military judge shall, if possible, be
recorded on tape or wire or other com-
parable device. The recording of the
contents of such communications shall
be done in such a way as will protect
the recording from editing or other al-
terations. Custody of the recording
shall be wherever required by the regu-
lations promulgated under paragraph
(e)(1) of this section and it shall not be
destroyed except pursuant to para-
graph (e)(4) of this section.

(9) The contents of a communication
intercepted abroad, or evidence derived
therefrom, shall be inadmissible in any
court-martial proceeding, in any pro-
ceeding under Article 15 of the Uniform
Code of Military Justice, 10 U.S.C. 815,
or in any other proceeding if the:

(i) Communication was intercepted in
violation of this part or applicable law;

(ii) Order of authorization under
which it was intercepted is insufficient
on its face; or

(iii) Interception was not made in
conformity with the order of authoriza-
tion.

(B) When the target of an intercep-
tion conducted abroad is a person who
is not subject to the Uniform Code of
Military Justice:

(1) The request for authorization
shall be prepared and forwarded for ap-
proval in accordance with the proce-
dures in paragraph (a)(1)(i) (A) and (B)
of this section.

(2) The DoD General Counsel shall de-
termine whether to approve the re-
quest and what further approval is re-
quired by law to conduct the intercep-
tion.

(iii) Emergency nonconsensual intercep-
tions in the United States and abroad. If,
in the judgment of the head of the DoD
component concerned, or a designee,
the emergency need for a nonconsen-
sual interception precludes obtaining
the advance written approval and court
order required by paragraph (a)(1) (i)
and (ii) of this section, the component
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head or designee shall notify the DoD
General Counsel who shall determine
whether to seek the authorization of
the Attorney General for an emergency
nonconsensual interception in accord-
ance with the procedures of 18 U.S.C.
2518(7).

(iv) Time limits. Nonconsensual inter-
ceptions within the United States may
be approved for a period not to exceed
30 days. Nonconsensual interceptions
outside the United States may be ap-
proved for a period not to exceed 60
days. Renewal requests for specified pe-
riods of not more than 30 days each (60
days for interceptions outside the
United States), may be submitted to
the approving authority for consider-
ation. The interception in all instances
shall be terminated as soon as the de-
sired information is obtained, or when
the interception proves to be non-
productive.

(2) Consensual interceptions. (i) The
following procedures are applicable to
all consensual interceptions of oral or
wire communications:

(A) When one of the parties to the
conversation consents to an intended
interception of a communication, the
DoD investigative or law enforcement
official shall prepare a request con-
taining the following information:

(1) A description of the facts and cir-
cumstances requiring the intended
interception, the means by which it
would be conducted, the place in which
it would be conducted, and its expected
duration;

(2) The names of all the persons
whose conversations are expected to be
intercepted and their roles in the crime
being investigated. When the name of
the nonconsenting party or parties is
not known at the time the request is
made, the official making the request
shall supply such information within 30
days after termination of the intercep-
tion. If such information is not known
at the end of this period, it shall be
supplied whenever it is later discov-
ered;

(3) A statement that in the judgment
of the person making the request the
interception is warranted in the inter-
est of effective law enforcement.

(B) An application for a court inter-
ception order is not necessary in this
situation. Written approval of the re-

quest shall be made by the Secretary of
a military department, or a designee,
or, in their absence, the DoD General
Counsel. This approval authority shall
not be delegated to an official below
the level of Assistant Secretary or As-
sistant to the Secretary of a military
department.

(C) The Secretaries of the military
departments shall designate an official
to act upon telephonic requests when
emergency needs preclude advance
written approval. A written record of
such requests shall be made.

(ii) The following restrictions are ap-
plicable to all consensual interceptions
of oral or wire communications:

(A) Within the United States, ap-
proval shall be granted for a period of
no more than 30 days. Abroad, approval
may be granted for 60 days. Renewal
requests for specified periods of not
more than 30 days each (60 days for
interception outside the United States)
may be submitted to the approving au-
thority for consideration. The intercep-
tion in all instances shall be termi-
nated as soon as the desired informa-
tion is obtained, or when the intercep-
tion proves to be nonproductive.

(B) The authorization for consensual
interception of communications shall
define clearly the manner in which the
interception is to be accomplished. A
‘‘consensual interception’’ shall not in-
volve the installation of equipment in
violation of the constitutionally pro-
tected rights of any nonconsenting per-
son whose communications will be
intercepted.

(b) Procedures governing the use of pen
registers and similar devices or tech-
niques. The procedures of this section
apply to the use of pen registers,
touch-tone telephone decoders, and
similar devices. Unless otherwise au-
thorized by direction of the President
or the Attorney General, pen register
and similar operations shall be con-
ducted only upon probable cause and
pursuant to a court order.

(1) Operations conducted on a military
installation and targeted against persons
subject to the Uniform Code of Military
Justice. Except as provided in
§ 42.7(b)(3), when a pen register oper-
ation is conducted on a military instal-
lation, in the United States or abroad,
and when the target of the operation is
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a person subject to the Uniform Code of
Military Justice, the following proce-
dures apply:

(i) The application for a court order
authorizing the operation shall be
made in writing upon oath or affirma-
tion and shall be submitted to a mili-
tary judge assigned by the Judge Advo-
cates General, pursuant to paragraph
(f)(5) of this section, to receive such ap-
plications. An application shall include
the following information:

(A) The identity of the DoD inves-
tigative or law enforcement officer
making the application;

(B) A complete statement of the facts
and circumstances relied upon by the
application to justify the applicant’s
belief that there exists probable cause
to believe that the operation will
produce evidence of a crime, including
a description of the particular offense
involved, a description of the nature
and location of the facilities from
which the intercepted information
originates, and the identity of the per-
son, if known, who has committed, is
about to commit, or is committing the
offense and who is the target of the op-
eration;

(C) A statement of the period of time
for which the operation is required to
be maintained.

(ii) Subject to the limitations of
paragraph (a)(1)(ii)(C) (i), (ii), and (iii)
of this section, a military judge as-
signed to receive applications for or-
ders authorizing operations covered by
this subsection may enter an order au-
thorizing the operation upon finding
that the target of the operation is a
person subject to the Uniform Code of
Military Justice, that the operation
will be conducted on a military instal-
lation, and that there exists probable
cause to believe that the operation will
produce evidence of a crime. Each
order shall specify the:

(A) Identity of the person, if known,
who is the target of the operation;

(B) Location of the facilities from
which the intercepted information
originates and of the facilities on
which the operation will take place;

(C) Period of time during which such
operation is authorized.

(iii) When the application is for an
operation conducted abroad, the mili-

tary judge may not authorize the oper-
ation if it would violate the relevant
Status of Forces Agreement or the ap-
plicable domestic law of the host na-
tion.

(2) Other pen register operations. (i)
When the target of a pen register oper-
ation abroad is a person who is not sub-
ject to the Uniform Code of Military
Justice:

(A) The application for authority to
conduct a pen register operation shall
include the information in paragraph
(b)(1)(i) of this section and shall be for-
warded to the DoD General Counsel.

(B) The DoD General Counsel shall
determine whether to approve the re-
quest and what further approval is re-
quired by law to conduct the pen reg-
ister operation.

(ii) Except as provided in paragraph
(b)(3) of this section, all other pen reg-
ister and similar operations in the
United States shall be conducted pur-
suant to a search warrant (or other ju-
dicial order authorizing the operation)
issued by a judge of competent juris-
diction.

(3) Pen register operations which in-
clude nonconsensual interceptions of wire
communications. When an operation
under this section is to be conducted in
conjunction with a nonconsensual
interception of a wire communication
under § 42.7(a)(1), procedures of
§ 42.7(a)(1) shall apply to the entire op-
eration.

(c) Procedures governing telephone
tracing. When prior consent of one or
more parties to a telephone tracing op-
eration has been obtained, the use of
telephone tracing equipment and tech-
niques shall be authorized only after
coordination with appropriate judge
advocate personnel or other component
legal counsel. The local military facil-
ity commander may approve consen-
sual telephone tracing operations on
military facilities. For use outside
military jurisdiction, the local mili-
tary commanders, in coordination with
judge advocate personnel, shall coordi-
nate with local civilian or host country
authorities when appropriate. In all
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1 Copies may be obtained, if needed, from
the U.S. Naval Publications and Forms Cen-
ter, 5801 Tabor Ave., Philadelphia, Pa. 19120,
attention code 301.

cases, use of this technique must com-
ply with the provisions of DoD direc-
tive 5200.27.1

(d) Interception equipment—(1) Control
of interception equipment. (i) DoD Com-
ponents other than the military de-
partments are not authorized to pro-
cure or maintain equipment primarily
useful for the interception of wire and
oral communications described in this
part. The heads of military depart-
ments shall establish controls to insure
that only the minimum quantity of
interception equipment required to ac-
complish assigned missions is procured
and retained in inventories.

(ii) Interception equipment shall be
safeguarded to prevent unauthorized
access or use, with appropriate inven-
tory records to account for all equip-
ment at all times. Storage shall be cen-
tralized to the maximum extent pos-
sible consistent with operational re-
quirements. When equipment is with-
drawn from storage a record shall be
made as to the times of withdrawal and
of its return to storage. Equipment
should be returned to storage when not
in actual use, except to the extent that
returning the equipment would inter-
fere with its proper utilization. The in-
dividual to whom the equipment is as-
signed shall account fully, in a written
report, for the use made of the equip-
ment during the time it was removed
from storage. Copies of the completed
inventories of equipment, the times of
withdrawal and return and the written
reports of the agents specifying the
uses made of the equipment shall be re-
tained for at least 10 years.

(2) Disposal of interception equipment.
(i) Federal law prohibits the sale or
possession of any device by any person
who knows or has reason to know that
‘‘the design of such device renders it
primarily useful for the purpose of the
surreptitious interception of wire or
oral communications * * *.’’ Accord-
ingly, disposal outside the Government
of such interception equipment is pro-
hibited.

(ii) If there is any question as to
what purpose an item of equipment is

primarily useful for, then the officials
involved should, in the exercise of due
caution, prohibit its sale pending refer-
ral to the DoD General Counsel for a
determination as to the proper classi-
fication of such devices under the law.

(e) Records administration—(1) General.
All recordings and records of informa-
tion obtained through interception ac-
tivities conducted under the provisions
of this part shall be safeguarded to pre-
clude unauthorized access, theft, or
use. Both the interest of the Govern-
ment and the rights of private individ-
uals involved shall be considered in the
development of safeguarding proce-
dures. The Secretaries of the military
departments shall promulgate regula-
tions specifying storage and access re-
quirements for applications, orders, re-
cordings, and other records of informa-
tion obtained through interception ac-
tivities. These regulations shall in-
clude provisions for storage and access
while the case is active and after the
case has become inactive and the
records have been transferred to a cen-
tralized facility. Copies of all issuances
and revisions shall be provided to the
DoD General Counsel and the ASD(C)
as promulgated.

(2) Indexing—(i) Interceptions. The
records of consensual and nonconsen-
sual interceptions shall be prepared
and maintained to provide for central-
ized, readily accessible records or indi-
ces that include the following:

(A) Names, citizenship, and other
available identifying data for each rea-
sonably identifiable person intercepted
(intentionally or otherwise), whether a
case subject or not. If available, the so-
cial security account number and the
date and place of birth of the individ-
uals intercepted and identified;

(B) The telephone numbers of radio
telephone call signs involved in the
interception;

(C) The case number or other identi-
fier for the interception;

(D) The address of the location of the
interception;

(E) The inclusive dates of the inter-
ception.

(ii) Denied interception applications.
Records of all applications submitted
to and disapproved by a Federal or
military judge for authorization to
conduct a nonconsensual interception

VerDate 11<MAY>2000 11:08 Aug 21, 2000 Jkt 190116 PO 00000 Frm 00172 Fmt 8010 Sfmt 8010 Y:\SGML\190116T.XXX pfrm01 PsN: 190116T



173

Office of the Secretary of Defense § 42.7

of a wire or oral communication shall
be prepared and maintained in a sepa-
rate, centralized index which shall in-
clude the following information:

(A) Names and other available identi-
fying data for each reasonably identifi-
able target of the interception applied
for;

(B) The telephone numbers or radio
telephone call signs involved in the ap-
plication;

(C) The address of the location of the
interception applied for;

(D) The case number or other identi-
fier for the application; and

(E) A statement of the other facts
concerning the application and the rea-
son that the application was refused.

(3) Dissemination controls. (i) The
index and records maintained pursuant
to paragraph (e)(2)(ii) of this section,
shall be used only as required to satisfy
the requirements of 18 U.S.C. 2518(1)(e),
paragraph (a)(1)(i)(A)(7), (a)(1)(ii) (A)
and (B) (statement of prior applica-
tions) and (f) (1) and (2) of this section.

(ii) In all cases, access to information
obtained by interception activities
conducted under the provisions of this
part shall be restricted to those indi-
viduals having a defined need-to-know
clearly related to the performance of
their duties.

(iii) The information may be dissemi-
nated outside the Department of De-
fense only when:

(A) Required for the purposes de-
scribed in 18 U.S.C. 2517;

(B) Required by law (including the
Privacy Act of 1974, as amended, and
the Freedom of Information Act of
1967, as amended, or order of a Federal
court;

(C) Requested by a committee of the
Congress and approved for release by
the DoD General Counsel; or

(D) Required by the provisions of
Status of Forces or other international
agreements.

(iv) Secretaries of the military de-
partments shall promulgate regula-
tions, policies and procedural controls
and designate responsible officials for
both internal and external dissemina-
tion of the information described
above. Procedures shall include suffi-
cient records reflecting dissemination
of this information. Copies of all
issuances and revisions for these pur-

poses shall be provided the DoD Gen-
eral Counsel and the ASD(C) as pro-
mulgated.

(4) Retention and disposition of records.
Records and recordings of interception
shall be retained for 10 years after ter-
mination of the interception and then
disposed of in accordance with compo-
nent records retirement procedures. If
the interception was conducted in the
United States under the provisions of
18 U.S.C. 2516, the records may be de-
stroyed only pursuant to order of the
court involved.

(f) Reports—(1) By the Assistant Sec-
retary of Defense (Comptroller). The
ASD(C), or a designee, shall submit the
following reports to the Attorney Gen-
eral:

(i) Quarterly. For the quarters ending
in March, June, September, and De-
cember, to be submitted by the end of
each following month, a report of all
consensual interceptions of oral com-
munications by DoD components in the
United States and abroad. This report
shall specify for each interception the
means by which the interception was
conducted, the place in which it was
conducted, its duration, and the use
made of the information acquired. This
report shall also contain the names and
positions of persons authorized to ap-
prove consensual interceptions of oral
communications, including those per-
sons authorized to approve emergency,
telephonic requests.

(ii) Annually. (A) By January 31, a re-
port of all nonconsensual interceptions
of wire or oral communications con-
ducted for investigative or law enforce-
ment purposes abroad by DoD compo-
nents during the preceding year and of
all unsuccessful applications for orders
to conduct such interceptions during
the preceding year. This report shall
contain the information required in 18
U.S.C. 2519(2).

(B) By July 31, an inventory of all
DoD electronic or mechanical equip-
ment primarily useful for interception
of wire or oral communications.

(2) By the Secretaries of the military de-
partments. The Secretaries of the mili-
tary departments, or their designees,
shall submit the following reports to
the ASD(C):

VerDate 11<MAY>2000 11:08 Aug 21, 2000 Jkt 190116 PO 00000 Frm 00173 Fmt 8010 Sfmt 8010 Y:\SGML\190116T.XXX pfrm01 PsN: 190116T



174

32 CFR Ch. I (7–1–00 Edition)§ 42.8

(i) Quarterly. For the quarters ending
in March, June, September, and De-
cember, to be received by the 15th day
of each following month, a report of all
interceptions of wire and oral commu-
nications, pen register operations, and
unsuccessful applications for non-
consensual interceptions conducted by
the military departments in the United
States and abroad. This report shall in-
clude the information listed in § 42.8.

(ii) Annually. By July 15, a complete
inventory of all devices in the DoD
component that are primarily useful
for interception of wire or oral commu-
nications or for operations covered by
paragraph (b) of this section. This re-
port shall include a statement that the
amount of equipment is being main-
tained at the lowest level consistent
with operational requirements.

§ 42.8 Information to be included in re-
ports of interceptions and pen reg-
ister operations.

(a) Consensual interceptions. (1) Iden-
tity of DoD component making this re-
port.

(2) Indicate whether the report is a
wire or oral interception operation and
whether the interception included the
use of a pen register. (If more than one
operation is authorized, a separate
entry should be made for each.)

(3) Purpose or objective of operation.
Specify offense being investigated and
included a brief synopsis of the case.

(4) Investigative case number or iden-
tifier for the operation.

(5) Location of the operation.
(6) Type of equipment used and meth-

od of installation.
(7) Identity of the performing organi-

zational unit. (Indicate if the intercep-
tion was conducted for a DoD compo-
nent other than the component making
the report or for a non-DoD activity.)

(8) Identity of DoD investigative or
law enforcement officer who requested
or applied for the interception.

(9) Approval authority and date of
approval.

(10) Length and dates for which oper-
ation was approved.

(11) Actual date operation was initi-
ated, and date terminated.

(12) If operation was extended, state
name of authority approving extension
and dates to which extended.

(13) State where tapes, transcripts,
and notes are stored.

(14) Evaluation of results of oper-
ations, including the use made of the
information in subsequent investiga-
tion or prosecution.

(15) The names and positions of per-
sons authorized to approve consensual
interceptions, including those persons
authorized to approve emergency, tele-
phonic requests.

(16) Indicate whether the intercep-
tion took place in the United States or
abroad.

(b) Nonconsensual interceptions in the
United States. In addition to items in
§ 42.8(a) (1)–(14), include the following:

(1) Identity of court and judge who
issued the intercept authorization
order and date of order.

(2) Nature and frequency of incrimi-
nating communications intercepted
(specify dates and approximate dura-
tion of each communication).

(3) Nature and frequency of other
communications intercepted.

(4) Number of persons whose commu-
nications were intercepted. Indicate
number of U.S. persons known to have
been intercepted and whether such per-
sons were targets or incidentals.

(c) Nonconsensual interceptions abroad.
In addition to items in paragraphs (a)
(1)–(14) and (b) (1)–(4) of this section, in-
clude the following:

(1) Number of persons located in the
United States whose communications
were intercepted.

(2) In the report for the last quarter
of each calendar year, include:

(i) The number of arrests and trials
resulting from each interception con-
ducted during the year. Indicate the of-
fense for each interception.

(ii) The number of convictions result-
ing from the interceptions conducted
during the year and the offenses for
which convictions were obtained.

(d) Pen register operations. Pen reg-
ister operations conducted in conjunc-
tion with nonconsensual interceptions
should be included in § 42.8 (a) and (b).
For all other pen register operations
include items (1)–(15) from § 42.8(a),
items (1)–(4) from § 42.8(b), and indicate
whether the operation was conducted
in the United States or abroad.
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(e) Unsuccessful applications for non-
consensual interception authorization or-
ders. (1) Identity of applying organiza-
tional unit. (Indicate if the application
was on behalf of a DoD component
other than the component making the
report or on behalf of a non-DoD activ-
ity.)

(2) Investigative case number or iden-
tifier for the application.

(3) Identity of applying DoD inves-
tigative or law enforcement officer.

(4) Approval authority and date of
approval of DoD request.

(5) Identity of judge who denied the
application and date of denial.

(6) Offense specified in the applica-
tion.

(7) Whether the application was for a
wire or oral interception order, and
whether the application was for an
interception in the United States or
abroad.

(8) Purpose or object of the intercep-
tion applied for. Include a brief syn-
opsis of the case.

(9) If the application was for an ex-
tension, indicate the dates, duration,
and results of the previous intercep-
tion.

(10) Specific location of the intercep-
tion applied for.

(11) Number of U.S. persons named as
targets in the application.

(12) Reason why the application was
denied.

PART 43—PERSONAL COMMERCIAL
SOLICITATION ON DoD INSTAL-
LATIONS

Sec.
43.1 Reissuance and purpose.
43.2 Applicability and scope.
43.3 Definitions.
43.4 Policy.
43.5 Responsibilities.
43.6 Procedures.

APPENDIX A TO PART 43—LIFE INSURANCE
PRODUCTS AND SECURITIES

APPENDIX B TO PART 43—THE OVERSEAS LIFE
INSURANCE ACCREDITATION PROGRAM

AUTHORITY: 5 U.S.C. 301.

SOURCE: 51 FR 7552, Mar. 5, 1986, unless oth-
erwise noted.

§ 43.1 Reissuance and purpose.
This part:

(a) Consolidates into a single docu-
ment parts 43 and 276 of this title and
update DoD policies and procedures
governing personal commercial solici-
tation and insurance sales on DoD in-
stallations.

(b) Continues the established annual
DoD accreditation requirements for
life insurance companies operating in
overseas areas where neither Federal
nor State consumer protection regula-
tions apply.

§ 43.2 Applicability and scope.
(a) This part applies to the Office of

the Secretary of Defense (OSD), the
Military Departments, the Organiza-
tion of the Joint Chiefs of Staff (OJCS),
the Unified Commands, and the De-
fense Agencies (hereafter referred to
collectively as ‘‘DoD Components’’).
The term ‘‘Military Services,’’ as used
herein, refers to the Army, Navy, Air
Force, Marine Corps, and Coast Guard.

(b) The provisions of this part do not
apply to services furnished by commer-
cial companies, such as deliveries of
milk, laundry, and related residence
services when such services are author-
ized by the DoD installation com-
mander.

(c) Nothing in this part should be
construed to preclude private, non-
profit, tax-exempt organizations com-
posed of active and retired members of
the Military Services from holding
membership meetings which do not in-
volve commercial solicitation on DoD
installations. Attendance at these
meetings shall be voluntary and the
time and place of such meetings are
subject to the discretion of the instal-
lation commander or his or her des-
ignee.

[51 FR 7552, Mar. 5, 1986, as amended at 52 FR
25008, July 2, 1987]

§ 43.3 Definitions.
Agent. An individual who receives re-

muneration as a salesperson or whose
remuneration is dependent on volume
of sales of a product or products.

Association. Any organization, wheth-
er or not the word ‘‘Association’’ ap-
pears in its title, composed of and serv-
ing exclusively members of the Mili-
tary Services on active duty, in a Re-
serve status, in a retired status, and
their dependents, which officers its
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